Monitoring services on clustered virtual machines

Windows Server 2012 introduces the ability for a Hyper-V host to monitor the health of cho-
sen services running on a clustered virtual machine (VM). If the Hyper-V host determines that
a monitored service in a guest VM is in a critical state, the host is able to trigger a recovery.
The Cluster Service first attempts to recover the VM by restarting it gracefully. Then, if the
monitored service is still in a critical state after the VM has restarted, the Cluster Service fails

the VM over to another node.

To monitor VM services with the VM Monitoring feature in Windows Server 2012 or

Windows Server 2012 R2, the following requirements must be met:

m Both the Hyper-V host and its guest VM must be running Windows Server 2012 or

Windows Server 2012 R2.

member of the local administrators group on that guest.

guest, as shown in Figure 1-38.

g Windows Firewall with Advanced Security

The guest VM must belong to a domain that trusts the host's domain.

All firewall rules in the Virtual Machine Monitoring group must be enabled on the

The Failover Clustering feature must be installed on the Hyper-V host. The guest VM
must also be configured as a role in a failover cluster on the Hyper-V host.

The administrator connecting to the guest through Failover Cluster Manager must be a

_I:I-

File  Action

W E N G

View Help

@ Windows Firewall with Advance BT o

Inbound Rules
Outbound Rules
¥ Connection Security Rules

Mame
.SNMP Trap Service (UDP In)
.TPM Virtual Smart Card Management (D...
.TPM Virtual Smart Card Management (D...
.TPM Virtual Smart Card Management (T...
PRAYidyal Seoad O3 ana
! \-E' [ Virtual Machine Menitoring (DCOM-In)
@Virtual Machine Menitoring (Echo Reque...
@Virtual Machine Menitoring (Echo Reque...
@Virtual Machine Menitaring (NB-5Session...
@Virtual Machine Menitoring (RPC)

I> 'g, Monitoring

.Windows Firewall Remote Management (...
.Windows Management Instrumentation ...

.Windows Management Instrumentation ...
.Windows Management Instrumentation ...
@Windows Remote Management (HTTP-In)
@Windows Remote Management (HTTP-In)
.Windows Remote Management - Compa...
.SCW remote access firewall rule - Scshos..,

.SCW remote access firewall rule - Scshos..,
‘l’ AR L i || IS
< m I m |

[

s

Group
SNMP Trap
TPM Virtual Smart Card Ma...
TPM Virtual Smart Card Ma...
TPM Virtual Smart Card Ma...
PRA Yidyal Sroadt Card ks
Virtual Machine Menitoring
Virtual Machine Menitoring
Virtual Machine Menitoring
Virtual Machine Menitoring
Virtual Machine Monitoring

Profile

Domain
Private...
Domain
Private...

Enabled

I 'Windows Firewall Remote Management (... Windows Firewall Remote ...

Windows Firewall Remote ...

Windows Management Instr...
Windows Management Instr...

Windows Management Instr...

Windows Remote Manage...
Windows Remote Manage...
Windows Remote Manage...
Windows Security Configur...
Windows Security Configur...

LT SO T - JU S

Public
Domai...
All

All

All

Al

Yes
Yes
MNo
MNo

Bl

T
I
.
.
.
.

T T Te T e e Te T e

FIGURE 1-38 Enabling firewall rules for VM monitoring



To configure VM monitoring, right-click the VM in Failover Cluster Manager, point to More
Actions, and then select Configure Monitoring, as shown in Figure 1-39.
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FIGURE 1-39 Configuring monitoring of a VM application

In the Select Services dialog box that opens, select the services that you want to monitor,
as shown in Figure 1-40.
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FIGURE 1-40 Selecting services to be monitored in a VM



By default, the recovery properties for a service are configured so that it will automatically
attempt to restart the first and second time after it fails. After the third failure, however, the
Cluster Service running in the Hyper-V host takes over recovery of the service if you have
configured it to do so by selecting the service in the dialog box shown in Figure 1-41.

In some circumstances, you might want to redirect the Cluster Service recovery to a third-
party application that allows you more control over the recovery process. In this case, you can
disable the default behavior to restart and fail over the virtual machine.
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FIGURE 1-41 Modifying properties of a clustered VM



Then on the Settings tab of the properties dialog box shown in Figure 1-42, clear the
Enable Automatic Recovery For Application Health Monitoring option. The Cluster Service will

still log an error when a monitored service is in a critical state, but it will no longer attempt to
restart or fail over the virtual machine.
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FIGURE 1-42 The setting to enable automatic recovery for a monitored VM application



